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Welcome

OWASP 
Open SAMM

Szczecin, 01-03-2017

Papry QA rz - We test with taste.     www.papryqarz.org



Why should I care?

1. 2014 Tesco Bank: more than 2,000 accounts was 

posted on the Internet, ICO investigation followed

2. 2015 Ashley Madison: full client database leaked

3. 2015 Juniper NetScreen Firewalls: backdoor 

installed into the code

4. 2015 CIA Director John Brennan: social hack on his 

AOL account lead to leaking CIA creds



Am I secure? 

ĂWe host at cloud, they keep us ok!ò

ĂWe have security scanners!ò

ĂOur devs know OWASP top 10!ò

ĂWe do penetration tests!ò



Anything else?

1. Are there any other holes in my system?

2. What about next release? 

3. Is my code secure? 

4. Is my backup secure? My back office?

5. What about hostingé. ?



You need Strategy

1. OWASP ïnon profit org for cyber security

2. SAMM ïSoftware Assurance Maturity Model

3. OpenSAMM ïfree SAMM by OWASP

4. OpenSAMM v 1.5 released Feb 28 ā2017



OPEN SAMM

CONFIDENTIAL



Governance

General management of development activities.

_Strategy & metrics

_Policy & Compliance

_Education & Guidance



Construction

Definition of goals and software creation from 

requirements gathering to detailed implementation.

_Security requirements

_Threat assessment

_Secure architecture


